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Section 1 Introduction

1.1 Portal Overview

The SmartSite Web Portal is primary interface to the SmartSite Px, Fx, and Hx Unattended Fuel
Management Systems. The Portal is used to:

e Configure and initialize new sites, setting up their locations, tanks, dispensers, accepted
cards type, Prompting, and site specific variables

e Create new user logons, email lists, and notification preferences

* Create support for either local or hosted proprietary card modes and all the associated
Card Limits and Card Controls needed

e Serves as the central database repository for transactions, events and audit trail data for
all sites

e Real Time view of site activities in fast loading grid views with filters, custom dashboards
and home page Quick Links

e Report Interface to run reports that can be saved to PDF, Excel or Word

* Data Import or Export functions for either Transactions or Card records

* Site Fuel Reconciliation comparing POS Sales to Dispenser Totalizers and or Tank Monitor
or manually entered Inventory and Delivery records

One of the most common uses of the web portal is to answer the questions “What is going on at my
site?” The user can answer that question with instant access to real time transactions, site controller
events, notifications, and more all from any Internet enabled Computer, Laptop, Tablet, or Smart
Phone.

Comdata Network 2/1/2017 -4 - Confidential
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1.2 Web Portal Subscriptions

Access to the SmartSite Web Portal is granted by the purchase of an annual or multi-year
subscription. Once your purchase agreement is signed you will receive notification of your user name
and password along with login instructions. User login are typically your email address used along
with a password initially assigned with the new account. Once logged in you are free to change your
password.

1.3 A Look Ahead — Upcoming Portal Features

Upcoming features will also include support for:

e Fuel Supplier Points Configuration and OPIS Price feed support for automatic rules based
pricing

e Full Tax table support to extend the price per gallon to include all required taxes across all
jurisdictions for each fuel type or class

* Automatic Reconciliations of POS captured sales versus 3" Party Card Processor
settlement files.

¢ And much more
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1.4 SmartSite Web Portal and Fuel Site Overview Diagram
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Section 2 Web Portal Login and Overview

2.1 Logging into the Portal

Open up your Internet Browser and type in WWW.PETROLEADER.COM and you will see a page
similar to the following screen shot. You will use your email address as the user name and your
password issued by the portal administrator.

'I Login - PetroLeader x

& = C # | [ petroleader.com/Login/Login?ReturnUrl=%2fHome%2flndex

Login

Enter your user name and password below.

Username & keckelkamp@efueling.com

Password i e

Reagister if you dont have an account.

Feset Pagsword
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2.2 The Portal Home Page

The Home Page or Screen for PetroLeader is where you end up upon successful log in. Note the menu
bar navigation at the top of the screen with each category. To the left you see the quick links you can
customize via the “SELECT QUICKLINKS” Button. You can select up to 9 quick links for your home
screen. Quick links can be any menu sub items that your user has access to.

The Color Scheme of the site along with the addition of your company logo is configured under the
My Profile button Themes option.

The Main horizontal menu button sub items become visible by moving the mouse over the button.
You do not have to click on it. Once you have selected a sub-menu button item you can click on it to
go there. Quick Links require a single click.

<« C # | [ petroleader.com/Home/Index/Home ol =
—A

eFueling-04 - Austin-LAB v Hello, Kevin! Lag off

w p =] o P S =} B $ % =] P

HOME COMMUNICATION = | REPORTS ~ | SMESETUP ~ MERCHANT MANAGEMENT ~ | TANK NVENTORY ~ CARDACCOUNTS - | PRICING ~ | SALES = | IMPORTEXPORT ~ | SUPPORT ~ | MYPROFILE -

QUICKLINKS Select My QuickLinks Comdata News | ICD Updates

e System maintaince on 05/03

((IJ) ((I)) E » MNew features available under Comunications tab
WarmHaole Technician Tools DashBoard
Fleet Card Detall Flow Rate By Hose Health Statistics
Summary
Transaction Repart Site Controller Site Controllers
Event Report
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2.3 The Communication button overview

The COMMUNICATION main menu button contains all the items related to user initiated

Communications to the fuel sites as well as Notification items to setup communications for email for

alerts and automated reports. The Communication button items are visible in a drop down list that

is seen when you ‘mouse over’ the button. Select an item and click it.

= C | [ www.petroleader.com/Home/Index/Home

(g =]

o]

5

C@HHUH]EATIDH *  REPORTS ~ | SITE SETUP.~ | MERCHANT MANA

WarmHaole

QUI| Technician Tools

Sync Activity

Eventlds

Event Categories {{Ij}
Emal Lists nician Tools

Motification Events

Site Contraller Site Controller
Configuration Events

Comdata Network 2/1/2017

Select My QuickLinks

()

Sync Activity

Site Contraller
Events Summary

Comdata

WormHole is the name of the
application that handles
communications to and from the
portal to the P.O.S. in the field.

Technician Tools gives you the

ability to access the status of the
SmartSite device along with user
initiated Syncs of config or cards

Sync Activity will give you a report
of the data sync success and or
failures

Event Ids and Event Categories
work hand in hand and helps you
to define items you want to be
alerted to.

Email Lists is used to specify who
gets alerted to the events.

Notification Events will give you

the ability to see what events took
place and who was notified.
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24 Wormhole Communications Gateway Page

The Wormhole screen accessed under the Communication main menu button displays the list of all
SmartSite system ‘clients’ that are configured in your portal company account. The SmartSite
systems are actually subscribers to the WormHole Gateway Server co located in the PetroLeader.com
data center. Wormhole is an always on VPN like tunnel that facilitates all user initiated

communications from the portal to the remote SmartSite device.

(g
COMMUNICATION ~

'.ﬁ.farmHaleiz)
Il Technician To0ls

Sync Activity
Event |ds

Event Categaories
Email Lists

Motification Events

On this “Worm Hole Subscribers” Screen, clients (sites) that are OFFLINE show up in RED and clients

that are ONLINE are GREEN.

MERCHANT MAMAGEMIENT - TAMEINVENTORY - CARDACCOUNTS - PRSCING - | SALES - IPORT EXPORT -

Worm Hole Subscribers

Close

stte (%) Comgutaramse (7 Optonsl Nome (7 LssiCoanectsd () UPTima (3) PubicIP () Prwalsld (7 WormilcVersion (3 Cosnection Stalus ()
Scidia el R :'-"’a::r;meonem N
Fo2-0413-004 Ba il TR R T [ e o
WINEMES ﬁo?msaansa [ BETEEERETTERRTE AT :'_fﬁ“;ﬂmim A o Farwarding Rules issonnect
s MIIIAN prapse | EEUI0I0Y | fS2tERnEs | Loeedlnt [ e Forwarding Rules Disconnect

A VDO
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. .
2.5 Wormbhole Page Status Fields Explained

Worm Hole Subscribers —
Site (%) Computer Name' () OptionalName (v)  LastConnected (3) UPTime (¥ PubliclP (¥) PrivatelP (3) WormHole Version (v} Conection Status' &3)

o0 DEV14200 scorDempment T2 s sossareatey eozseasys OO N otngs | FovardngRues Discomnect

Develapment All V1.003

1 Page 1 of 5 7 ftems perpags 1-10f1tems

Site = Name of the site.
Computer Name = This is the computer name of the SmartSite System

Optional Name = This is used to give a description of the unit that might be more user friendly i.e.
Bob’s Gas N Go.

Last Connected = Last time the WormHole Client communicated to portal.

Up Time = How long the client has been up and running.

Public IP = IP address facing the outside world.

Private IP = IP of the machine on the local subnet.

Wormbhole Version = Version of Wormhole Client software installed on the SmartSite device

Connection Status = Online or Offline - Green is good, Red is BAD.

Comdata Network 2/1/2017 -11- Confidential
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2.6 Technician Tools — How to initiate Communication to the site

Selecting the Technician Tools from the Communications menu you are presented with the Technician

tools screen. This screen allows you to interact with a live site.

)

COMMUNICATION -

WormHole
Technician Tools
Sync Activity {b
Event lds

Event Categories
Email Lists

Matification Events

You must select a single site from the drop down Site Controller list to interact with that site.

Note: Some setup is required before attempting to communicate with a live site, see initial setup

section. See Section 3 to set up site.

| - Petroleader

e 0 petroleader.com./RapidSync/

;/ﬁ\

Technician Tools

efueling-04 - Austin-LAR

HOME COMMUNICATION » | REPORTS » | SITESETUP ¥ | MERCTHANT MANAGEMENT v | TANKINVENTORY v | CARDACCOUNTS v | PRICING = | SALES v | IMPORT EXPCORT »

v Hello, Kevin! | og off

SUPPORT v | MYPROFILE v

Close

\
Site Controller

Firebird AUSTIN Lab Test Site ¥ m
Diagnostic

Get Site Status v m

Reset Dispensers Hose Watch

Sync Tasks

Initiglization v

Ip Address

Public 24.173.72.184 | Local 192.168.0.27

First Connect

Unit Version
HE-D513-001 20719

Printer Status

o
-

Connected: 0.98s

UpTime
0.14:12.42

Site UpTime Clock Time

BMI2013 6:36:44 4

Get Log File

Online Since
TI312013 42359

Comdata Network 2/1/2017
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2.6.1 Tech Tools - The Diagnostic Menu

From the Diagnostics box you can perform many functions.
Get Site Status will return the SmartSite’s UNIT (Machine Name) VERSION (Pegasus Version), SITE
UP TIME and CLOCK TIME (Current Time of the Machine’s Clock)

There are also numerous tech support related commands available both under diagnostics and on the

main tech tools page

Technician Tools

Site Controller Ip Address UpTime Online Since First Connect

FrAURSHOWFKIPCILABDIDRED) m m Public 24.173.79.194 | Local 192.168.0.31 1.02:48'56 612112013 4:55:32
Diagnostic Unit Version Site UpTime Clock Time

[Selecttask] -

Get Site Status N

(De)Provision Pegasus |

Hard ResetICU Command

ResetAll Data K &
BC Connected: 1535
Seft ResetICU Command -5"c

List Open Batches

Reset Pulser Failure

List Open Batches = Will list the current open batches (transactions to a merchant) in progress

Reset PulserPulser Failure = Allows the user to see the current status of all the pumps at a site AND
see what the last transactions was including the date/time and the gallons. The screen is mainly
used to clear pulserpulser failures for those pump positions that indicate a pulser failure or have
reached the max number of failures configured.

Note : chronic pulser failures on the same hose indicates a problem that will need investigation and in

most cases will be the pulser itself that has failed.

Comdata Network 2/1/2017 -13- Confidential
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2.6.2 Tech Tools — Sync Tasks

The Tech Tools Sync Tasks drop down menu contains one primary command called resync all which

synchronizes the PetroLeader database settings for the selected site to the remote site’s database.

This is a USER initiated Sync of site Configuration data. Transactions are not synchronized by the

user. All Transactions coming in from the site happen automatically as they happen...in real time.

Technician Tools

=

Site Controller Ip Address UpTime Oniine Since First Connect
Tradeshow FX (PCILAB020320) m (e Wkl Public24173.79,194 | Local 192,188,031 1.02:48:56 /2112013 4:55:32

Diagnostic unit Version Site UpTime Clock Time
List Open Batenes m PCILAB020320 20562 1024856 51222013 80157

e e

Sync Tasks
Initalization]| m no Connected: 1535
Selecttask] ‘
Configuration

Card Management
Pricing

Once the user has selected the INITIALIZE command and pressed the SYNC action button a ‘Sync Job’

has been submitted to the portal’s Sync Server. In order for the user to see the

WormHole

I| Technician Tools

&

Event Categories

Sync Activity

Eventld

Email Lists

Motification Everts

Sync Activities

Add New ltem

Site Controfler Nare v | Sta Time Activity Type

Tradeshow FX (PCILABO20320) 6/24/2013 10:10:45 AN Sync_Initialization

Tradeshow FX (PCILAB020320) 6/21/2013 10:10:14 AN Sync_Initialization

Comdata Network 2/1/2017

+ | Description

SYNG COMPLETED Total Records: 4

Rapid sync started

-14-

successfully with or without errors.

Upload Changes Applied
4
0

status of the job they must select SYNC ACTIVITY under the Communications
main menu button. Typically there are only two entries on the Sync Activity

screen: one to show the Sync Job started and the other to show it completed

Close

Upload Changes Failed
0 Edit « Delete

0 Edit * Delete
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2.7 Event IDs

Event Ids are all the ‘types’ of Site Controller Events that can possible be stored at the site and then
streamed up to the Portal. Once the Site Controller’s Events are on the portal database the user can
select Alerts to monitor for specific conditions like Loss of Internet or Fraud Detection or Pump Offline

due to a Pulser Failure, etc. These Alerts are setup in the form of an EVENT CATEGORY.

« C 4 [ petroleader.com/Eventld/Index?Capacity=0&Count=0&Grid-sort=&Grid-page=1&Grid-pageSize=100&Grid-group=&Grid-filter= 7=
_______________________________________________________________________________________________9
eFueling-QA - Austin-LAB v Hello, Kevin! Log off

w () =| e s =] 2] $ % g

HOME COMMUNICATION ~ REPORTS v | SMESETUP »  MERCHANT MANAGEMENT » = TANKINVENTORY ~ | CARDACCOUNTS v | PRICING ~ SALES ~  IMPORT EXPORT =~ | SUPPORT ~

Event Ids

Close

Id Description

200 MerchantGeneric Edit * Delete

201 Merchantautharize Edit » Delete

202 MerchantFloorAuthorize Edit # Delete

203 MerchantDecline Edit * Delete

204 MerchantCaptureSuppressed Edit = Delete

205 MerchantCaptureError Edit » Delete v
1001 CarWashNotAvailable Edit < Delete

11000 Pegasus Connected to WormHole Gateway Edit » Delete

11001 Pegasus Disconnected to WormHale Gateway Edit = Delete

12000 Jim H testing Edit = Delete
5010001 CFN_SSL_ATTEMPT_OK Edit * Delete
5010002 CFN_SEL_ATTEMPT_FAILED Edit % Delete
5010003 CFMN_IP_ATTEMPT_OK Edit < Delete
5010004 CFN_IP_ATTEMPT_FAILED Edit % Delete
5010005 CFN_DIAL_ATTEMPT_OK Edit * Delete
5010008 CFMN_DIAL_ATTEMPT_FAILED Edit < Delete
2020001 COMNATA 2C) ATFEuDT (al's Edit o Nalata %

2.8 Email List Setup
The E-mail list allows you to create many different listing for personnel to get notifications about
different items or events that occur in aunit or the software.

First you will create alist with Add item button

Comdata Network 2/1/2017 -15- Confidential
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Email Lists - Add

Email List | D 0
Name
List Type

Members

Email List ID: Just a number to identify list.

Name: Freeformto alow you to id the list by name. Suggest something that most will recognize
List Type: Freeform such as Service, Sales, After Hours, defines the group message meant for.
Members: The full e-mail address for the members who will get the events assigned to thislisting.

A& B o 1 8 B 5 ® 8 .u

HOME COMMUNICATION ~ REPORTS ~ SMESETUP ~ MERCHANTMANAGEMENT » TANKINVENTORY » CARDACCOUNTS ~ PRICING ~ SALES »  IMPORT EXPORT v SUPPORT =  MYPROFLE ~

Email Lists
Close

Email List 1 D Name List Type Members

2 Comdata Support Team Support rgoads ndata.com:k g.com Edit « Delete

ki PacPride Support Team Support support@efueling com Edit > Delete

3 Testing purposes Testing ocosma@smalifootprint com;zlengyel@s mallfootprint com Edit = Delete

4«  § Page 1 of 1 LR 10 * items perpage 1-30f 3items
,
Save View

Edit button: allows you to edit the selected list, basically the same as the Add New Item window.

2.9 Event Categories — Alert Setup

Event Categories are the way a user sets up a monitored Event and defines the ALERT email to be
used to notify that the monitored Site Controller Event has taken plate. Monitored Event Categories
can be associated with a particular site or group of sites. The email addresses used on an Event
Category can be maintained separately in the Email Lists menu area.

The possibility for monitored events is virtually limitless.
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| Event Categories - Petrol: %

€ & C i | [ petroleader.com/EventCategory/index?Capacity=08&Count=0 97 =

A g =) Ee i 22] $ ¥ =| = 513

HOME  COMMUMNICATION » REPORTS * SITESETUP » MERCHANT MANAGEMENT » TANKINVENTORY » CARD ACCOUNTS = PRICING ¥ SALES » IMPORTEXPORT ~  SUPPORT v

Event Categories e

Category Name ~  Store Hotification Event  Alert Interval Max Message Count

Fraud Detection i &0 5 Edit = Delete Setup Event lds Setup Email Lists Setup Locations
Internet Connection Events [Cd 20 1 Edit » Delete Setup Event lds Setup Email Lists Setup Locations
Pump Status Changes I 15 z Edit  Delete Setup Event lds Setup Email Lists Setup Locations
Receipt Printer Issues 14 180 1 Edit » Delete Setup Event lds Setup Email Lists Setup Locations
Testing i 5 2 Edit < Delete Setup Event lds Setup Email Lists Setup Locations

PRI Page 1 of1 ] 10 ¥ | items perpage 1-5of 5items
Al LoadView
Save View
v

Category Name = Event category that contains the event triggering the message.

Store Notification Event = When checked will store the event on the portal for archival purposes.
Alert Interval (Minutes) = Number of times the event takes place in the specified time.

Max Message Count = When this number is reached as defined in the Alert Interval, an email

notification is sent to the mail list defined for this event.

2.10 Notification Events

Notification Events are informational transactions that record each time an alert message in the form
of an EVENT CATEGORY was initiated. For each portal alert there will be one entry in this table.

Comdata Network 2/1/2017 -17- Confidential
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Section 3 Site Configuration

3.1 Site Configuration

Locations and their Site Controllers are initially defined and configured in the SITE SETUP main menu
button and its sub items.

Locations

Location Groups
Site Controllers

Products |_F_—___:| l —

Tank Types

Tanks

Dispensers

Fegasus Seftings
Copy Pegasus Setlings
Prompt Groups
Prompts

Prompt Profiles

Copy Prompt Profiles

Comdata Network 2/1/2017 -18- Confidential
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3.1.1 Locations

Locations are the first area that must be created. This defined the physical location of a fuel site that
will be assigned the Site Controllers (Px, Hx, Fx, or Comsite).

You must supply a Location Name, ID, and Location Code along with the City, State and Zip.

w i =] o 1 =] 2] $ % =] = e
HOME | COMMUNICATION + | REPORTS = | SITESETUP ~ | MERCHANT MANAGEMENT = | TANK INVENTORY » | CARDACCOUNTS = [ PRICING » | SALES v | IMPORT EXPORT ~ | SUPPORT v | MYPROFILE =
Locations
CIBI*
Location Name Location Id Location Code Street City County State
Engineering Lab 2 € c c Edit « Delete
Hwy 183 Cardiock EFT 1 code Austin Traws T Edit ~ Delete
JCox Development T4t 747 11740 Jollyville Road Austin Travis Texas Edit < Delete
« < = Page 1 of 1 .o 10 ¥ items per page 1-30f 3 tems
NP o b o et e ol s\ v e e \w

A W e o 1 - m s |.8 5 = | u

HOME | COMMUMICATICN = | REPORTS = | SITESETUP = | MERCHANT MANAGENENT = | TANKINVENTCRY = | CARD ACCOUNTS = | PRICING = | SALES = | IMPORT EXPORT | SUPPORT = | MYPROFLE =

Locations - Add

= ?

Back o List

Lecation Hame Mesw Location - ususlly sume kg of descripbon of sie
Loeatian ld 100 Site Womber

Lecatlon Code Wt - verbal description of sic

1
Streot 1234 Physical Address
Cly City of =ite
County Counky
State State
- 4
L

Zp T

Extended Zip [ anzq
|

B U I WS VSV P
The Locations screen allows you to configure a location i.e New Location.

Location Name = New Location

Location ID = 100

Location Code = West

Address = street, city, county, state, zip and extended zip
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3.1.2 Location Groups

Location Groups were added for user access reasons. A way was needed to group a subset of sites
under a company in order to define a user’s interaction of Locations and its Site Controllers to only
those in his assigned Location Group. More than one site but less than all the sites in a company.

That user would be a Site Group Admin.
A o & % \ s | B m | o

HOME | COMMUNICATION » | REPORTS + | SITE SETUP v | MERCHANT MANAGEMENT » | TANK INVENTORY v | CAR S w | PRICING » | SALES v | IMPORT EXPORT v | SUPPORT * | MYPROFILE =

Location Groups
Location Group Name
group Edit < Delete Setup Locations

« @ Page 1 of1 > o» 10 ¥ items per page

.

1-1

Location Group Name: a free from name for a group of location sites.

A i B o 1 ‘ $ & B | m |
HOME COMMUNICATION = | REPORTS = | SITE SETUP » | MERCHANT MANAGEMENT » | TANK INVENTORY » | CARD ACCOUNTS + | PRICING v | SALES v | IMPORT EXPORT + | SUPPORT = | MYPROFILE ~ |
|
Location Groups Assion Locationsito group L
m |"| Check/Uncheck All
¥| ICox Development
Location Group Name [Tl Engineering Lab
[¥ Hwy 183 Cardlock EFT
group Edit
1 Page. 1 of 1 - 100 ¥  items per page
LoadView

Close Submit

P R P ¥ e s S L oV -
The Edit button will allow you to only edit the Location Group Name.

The Delete button will delete the Group only if no action has been taken on the group.
The Setup Locations button allows you to select the Locations to assign to the Group.
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3.1.3 Site Controllers
Site Controller Screen with the Location reference.

L 8 o 4 5| * a8 1
COMMUNICATION = | REPORTS » | SITESETUP » | MERCHANT MANAGEMENT = | TANKINVEN CARD ACCO - SALES v | IMPORT E: ~| s MYPROFILE =
Site Controllers
Close

Site Controller Name Island Location Name Prompt Group Name Prompt Profile Name Machine Name Sync Version

Austin Test Lab PX 8 Engineenng Lab SYSTEM Zero -0 PEG-0513-007 V3 Edit « Delate
Comsite I| QA FG2-0413-014 2 Hwy 183 Cardiock EFT SYSTEM GROUP Zero-0 FG2-0713-004 V3 Edit « Delete
EFS/TCH 3 Huwy 183 Cardlock EFT SYSTEM Zero-0 FG-0513-008 V3 Edit « Delete
JCox Development 1 JCox Development SYSTEM GROUP Zero -0 DEV14200 V3 Edit « Delete
Kevin FG2 ETL Lab Unit 1 Hwy 183 Cardiock EFT SYSTEM GROUP Zero -0 FG2-ETLUNIT Vi Edit « Delete
Lab Pegasus HPI-KONA-PEG4 AUSTIN 1 Hwy 183 Cardiock EFT SYSTEM GROUP Zero -0 HPLKONA-PEG4 vi Edit + Delete
SmartSight PX 0413-007 2 Hwy 183 Cardiock EFT SYSTEM GROUP Zero-0 PEG-0413-007 v3 Edit. “ Delete
Tim 1 Engineering Lab SYSTEM GROUP Zero -0 Tim-Think V1 Edit « Delete
Tradeshow FX (PCILAB020320) 1 Hwy 183 Cardlock EFT SYSTEM GROUP Zero - Prox - 810 PCILAB020320 V3 Edit Delete

1 Page 1 af 1 L 10 ¥ items per page 1-80f8 tems

There are 3 screens to input the data needed for a Site Controller, these are explained below, the data
that is highlighted is very important for the successful setup of a site.

Add New Item Basic tab
A @ g o 1 =] 27 $ LS & [ a8

HOME OMMUNICATION + | REPO SITE SETUP » | MERCHANT MANAGEMENT = | TANKINVENTORY w | CARD ACCOUNTS v | PRICING » | SALES = | IMPORT EXPORT w | SUPPORT » | MYPROFILE »

Site Controllers - Add

Back to List

‘Easm ‘ Communication  Receipt

Site Controller Name West
Island 1
Location Hwy 183 Cardiock EFT L
Prompt Group SYSTEM .
Prompt Profile Zeto-0 2
Machine Name FG2-0713:004
Unit Type Pegasus
Time Zone -06.00
Haul Rate
Segment
Site Owner i)
Voyager Site ld
C F N Site |d
Merchant Type

Basic Tab:
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Site Controller Name: A free text field to identify the site. Please keep short.
Island: Normally 1 but some controllers may have additional islands they control.
Prompt Group: Is SYSTEM GROUP. This may change as the program expands.

P wnNPR

Prompt Profile: This is the basic prompt a company would like to have for their sites. This

must be completed or a unit only prompt will be selected.

5. Machine Name: Is the Computer system name. For a Comsite Il or SmartSite FX it is “FG2-
MMDD-XXX” the MM represents month, DD is for day when the ICU was manufactured. The
XXX is the sequence number for the month of manufacture. A SmartSite PG or FX would be
OPT-MMDD-XXX and SmartSite HX would start with HE

6. Unit Type: Always Pegasus.

7. Time Zone: - Not Required

8. Haul Rate: - Not Required

9. Segment: - Not Required

10. Site Owner: - Not Required

11. Voyager Site ID: - Not Required

12. CFN Site ID: - Not Required

13. Merchant Type: - Not Required

Add New Item Communications tab

A ) = Lo i =| = 0 =

HOME | COMMUNICATION » | REPORTS v SITESETUP » | MERCHANT MANAGEMENT v | TANKINVENTORY v | CARDS ACCOUNTS = PRICING ~ | SALES | IMPORT EXPORT ~ | SUPPORT =

Site Controllers - Add

Back o List

Basic | Communication | Receipt

Sync Version Ve
Modem Number

Init String

Port 54321

IP Address 151 petroleader.com
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Communication Tab:

1. Sync Version: Currently it is v6 or v9. This will change as new software for the ICU and the
portal are updated. If it is filled do not change it.
Modem Number: - Not Required

3. Port: This will be the port assigned by the Worm Hole service each ICU will have a different
port number and will be supplied when unit is shipped.

4. |P Address: rsl.petroleader.com

Add New Item Receipt tab
w () 5! S| 1] $ L) 8 a8

HOME UNICATION ~ | REPORTS SETUP » | MERCHANT MANAGEMENT = [ TANK INVENTORY = | CARD ACCOUNTS v | PRICING = [ SALES v | IMPORT EXPORT = | SUPPORT » [ MYPROFILE ~

Site Controllers - Add

Back to List

Basic Communication | Receipt

Receipt Line1
Receipt Line2
ReceiptLined
Receipt Lined
Footer1
Footer2
Footer3
Footerd
Memo

Misc1

Misc2

Mise3

Misc4
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Receipt Tab:

Receipt Lines: 1 thru 4 are the header lines on the receipt.
Footer Lines: - Not Required

Memo: - Not Required

Misc 1 thru 4 : - Not Required

P wnN R

3.1.4 Products

These are all the products the system will process; they are the industry standard product number
(NACS code) and not always the billing company code which are in a Merchant Translations section.

CARD ACCOUNTS =

$

PRICNG =

%

SALES v

(g

COMMUNICATION »

REPORTS »

e

SITE SETUP = EXPORT + | SUPPORT » | MYPROFILE »

IMPORT

MERCHANT MANAGEMENT = | TANK INVENTORY ‘

Products

[ Add New fem |

Product Number Product Name Abbreviation

1 Unleaded Regular UNL Edit
2 Unleaded Plus UNLPLUS Edit
3 Unleader Super UNLSUP Edit
4 Unleaded 4 Edit
5 Unleaded 5 Edit
& Unleaded Methanol (5 7% blend) Edit
i Unleaded Plus Methanol (5.7% biend) Edit
B Super Unleaded Methanol (5 7% biend) Edit
9 Unieaded Methanol (7.7% blend) Edit
10 Unleaded Plus Methanal (7.7% blend) Edit

<@z 3 4+ 587898 10 Page 1 of31 » » 10 v items per page

me;
3.1.5 Tank Types

A @

COMMUNICATION =

=] e i =] $ =] L] e

REPORTS v | SITESETUP v | MERCHANT MANAGEMENT = | TANKINVENTORY » S * | IMPORT EXPORT = | SUPPORT = | MYPROFILE »

HOME

Tank Types
Tank Type Name Manufacturer Calibration Points Tank Capacity
Testing Testing 1 1000.00 Edit
« @) Pagelt ol > 10 *  items per page

:

To add a tank to the location, click on Add New Item.
The Tank Type screen allows you to add and save tank information.
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SUPPORT ~

| s

CARD ACCOUNTS = | PRICING ~

L)

SALES ~

mB | o 1

REPORTS ~ | SITESETUP v | MERCHANT MANAGEMENT ~

p L3

MYPROFILE ~

()

COMMUNICATION

A

HOME

TANK INVENTORY ~ IMPORT EXPORT «

Tank Types - Add

Save

Back to List

Tank Type Name
Manufacturer

Calibration Points 0

Tank Capacity

Tank Type Name (Dual Wall Fiber Glass)
Manufacture (Xerexes)

Calibration Points

Tank Capacity

3.1.6 Tanks

You will first choose the location for which the tank will be created.
Al @ | g & | 1 ] $ | W BE | m 1

HOME COMMUNICATION = | REPORTS = | SITE SETUP v | MERCHANT MANAGEMENT = | TANK INVENTORY + | CARD ACCOUNTS = | PRICING = | SALES + | IMPORT EXPORT + | SUPPORT = | MYPROFILE «

[Select Location] v

Engineering Lab
Hwy 183 Cardlock EFT

JCox Development

L] =

NG ~ | SALES = | IMPORT EXPORT v‘ SUPPORT ~ | MYPROFILE v‘

Tanks - Hwy 183 Cardlock EFT

Loeation Name Tank Numbar Product Name Tank Type Nama Tank Capacity

Hury 183 Cardiock EFT 1 Unleaded Regular 10000.00 Edit Delete
Huy 183 Cardlock EFT 2 Unleaded Plus 2000.00 Edit * Delete
Hwy 183 Cardiock EFT 3 Unleader Super 4000.00 Edit « Delete
Hwy 183 Cardlock EFT 4 Reguiar Diesel #2 2000000 Edit « Delete
Hwy 183 Cardlock EFT 5 Diesel 2 (Non-Taxable) 10000.00 Edit « Delets
Hwry 183 Cardlock EFT [ Compressed Natural Gas 50000.00 Edit Delete
< @ Poge|t oft » ¥ 10+ iems per page 1-Bof items
LoadView
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Choosing Add New Item the Tanks screen allows you to add a new tank to the location.
The following screen is opened after click Add New Item.

h! p

HOME | COMMUNICATION » [ REPORTS w | SITE SETUP v | MERCHANT MANAGEMENT ~

TANK INVENTORY = C

* | SUPPORT = | MYPROFILE v

Tanks - Hwy 183 Cardlock EFT - Add

Backto List

Location

Tank Number

Product

Tank Type

Tank Capacity

Reorder Level

Water Threshold

Low Tank Threshold

Low Tank Threshoid %
Variance Volume Threshold

Variance By Sales Threshold %

Hwy 183 Cardlock EF

1]

[SELECT ITEM]

0.00

0.00

A et ™ e, B\ e JAP o frrstanmatt e P

©ONOUAWNE

Comdata Network 2/1/2017
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Location: Pull down menu to select the location of the tank
Tank Number: Assign tank number
Product: Pull down menu to select the product assigned to tank
Tank Type: Pull down menu to select the tank type

Tank Capacity: Tank Capacity in gallons
Reorder Level: Level for system to notify that product must be ordered
Water Threshold: Notification parameter

Low Tank Threshold: Notification parameter

Low Tank Threshold %: Notification parameter

10 Variance Volume Threshold: Notification parameter

11. Variance Volume Threshold %: Notification parameter

Confidential
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3.1.7 Dispensers

Click Site Setup, Dispensers and then select site controller to work with, hit the LOAD button to view
or add dispensers to this site.

) (p) = T 5 8 =

HOME COMMUNICATION ~ | REPORTS » | SITE SETUP = | MERCHANT MANAGEMENT ~ | TANK INVENTORY -

Dispensers

[Select Site Controller] -

PSS Laky 1o

Comsite Il QA FG2-0413-014

l EFS/TCH =

JCox Development

Kevin FG2 ETL Lab Unit

11

Lab Pegasus HPI-KONA-PEG4 AUSTIN
SmartSight PX 0413-007

Tim

Tradeshow FX (PCILAB020320)

1

In this first screen you will select the site controller that is associated with the dispensers you wish to
add to the system.
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The Dispen

New Items.
w p

HOME | COMMUNICATION ~

sers screen brings up dispenser specific information and allows you to Edit, Delete or Add

=] & i | 2 $ % B =

REPORTS v | SITE SETUP v | MERCHANT MANAGEMENT v | TANKINVENTORY = | CARD ACCOUNTS = | PRICING v | SALES ~ | IMPORT EXPORT ~ | SUPPORT v | MYPROFILE

Add New item

Site Controller Name
JCox Development
JCox Development
JCox Development
JCox Development
JCox Development
JCox Development
JCox Development
JCox Development

1 Page 1

Dispensers - JCox Development

Clo
Disp# - Tank# - Product Code - Channel PPU -~ MaxQty Turn On Inactivity State - MinFraudFiow Max Pulser Fail Max Time 2
8 4 Ultra Low Sulfur #2 83 8 10 75.00 80 &0 0 0.00 7 0 Edit Delete
4 4 Uttra Low Sulfur #2 53 4 10 75.00 &0 60 0 0.00 7 0 Edit Delete
1 1 Unleaded Reguiar 1 1 10 75.00 60 80 1 0.00 7 a Edit Delete
7 3 Unleader Super 3 i 10 75.00 60 60 o 0.00 7 0 Edit Delete
5 1 Unleaded Reguiar 1 5 10 75.00 60 60 0 000 2 (1] Edit Delete
3 3 Unleader Super 3 3 10 75.00 60 60 1 000 7 a Edit Delete
8 2 Unleaded Plus 2 L 10 7500 80 60 0 000 7 o Edit Delete
2 & Unleaded Plus 2 2 10 7500 60 80 1 0.00 7 a Edit Delete
of 1 10 v | items per page 1-Bof 8items
-

Site Controller Name = The name of the Site Controller for the site.

Dispenser Number=1, 2, 3.....

Tank = Tank and Product feeding the hose.

Product = Automatically filled from tank information.

Code = NACS product code assigned to product.

Channel = Channel on the MPC the dispenser is connected to.

PPU = Pulses Per Unit.

Max Qty. = Maximum amount allowed to dispense during a transaction.

Turn On = Duration of timeout before not detecting a handle signal.

Inactivity Timer = Duration of time not detecting pulses or handle drop after beginning of
flow.

State = Online, Offline, or override

Min Fraud Flow = Calculated GPM rate indicating possible fraud. For example less than 3
GPM

Max Pulser Fail = Number of times a pulser fail will be detected before disabling the hose.
Max Time = Max time the dispenser will stay active.
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3.1.8 Dynamic Settings

Dynamic Settings are miscellaneous site specific variables used in the SmartSite programming to
determine certain features behavior. These are very critical.

Select the Name of the Site controller and click load.
N
Dynamic Settings

[Select Site Contraller] v

HOME COMMUNICATION ~ | REPORTS ~ | SITE SETUP » | MERCHANT MANAGEMENT ~ TANK INVENTORY ~ | CARD ACCOUNTS ~ PRICING » | SALES = | IMPORT EXPORT ~ SUPPORT = | MYPROFILE
Dynamic Settings - JCox Development e
[ 7dd Now ttem |
Site Controller Name Name Value
JCox Development ALL_PROMPTS COMDATA - ALL PROMPTS - 704 Edit Deiete
JCox Development MFAOIL_ALL_PROMPTS MFAOIL - All Prompts - 800 Edit * Delete
JCox Development PL_PUSHER TRUE Edit Delete
JCox Development. MPCPCRT 1 Edit Delete 8
JCox Development PACIFICPRIDE ALL_PROMPTS PACIFICPRIDE - ALL PROMPTS - 801 Edit « Delste §
JCox Development MFAQIL_RPC24_LOCATION True Edit Delete e
JCox Development DOWNTIME_PROMPTS COMDATA - DOWNTIME - 705 Edit ~ Delete
JCox Development SITELOGIN DEV14200\DEVO479[7B/3Wakdl Ugb2t M= Edit Delete
JCox Development SANKYOREADER A2040035 Edit Delete
JCox Development PrehandlePulseFilter On Edit Delete
JCox Development. EMAIL ONj. hi com Edit Delete
1 Page 1 of 1 . 20 ¥ items per page 1- 11 of 11 items
-
W—\NJ
I R e oy e I e PR PP S

Dynamic Settings are used to tell Pegasus how it should behave. Some settings such as
“SANKYOREADER” and “SITELOGIN” are VERY important!

Other settings are customer or hardware specific depending on the sites fuel interface.
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Section 4 Reports
a (p) = Lo i =

HOME COMMUNICATION = | REPORTS = | SIMESETUP = | MERCHANT MAMAGEMENT = | TANK INVENTORY = | CARS

Report Profile

QUICKLINKS Repart Events Comdata News | ICD Updates“
DashBoard :
Tranzaction 3 ;
_ + System maintaince on 05/
{{I}} Site Config " ) « Mew features available upg
Shifts >
WormHuole Fiwity :
Lists S
Pricing >

Health Statistics

Transzaction Report

% Site Controller Event Report
Card Acceptance Notification Event Report listics
Detail
Audit Acticns

= = O

Transaction Repaort Site Contraoller Site Caontrollers
Event Repaort

Report Profiles: PetroLeader, following the theme of profiles, allows the customer to set up profiles
for your reports. Report Profiles allows you to name the profile, report type, output type (excel, PDF,)
email recipients, and schedule type (daily, weekly, etc.) Interaction includes edit, delete, setup
schedules, setup parameters, and email lists.

Report Events: A log of events that have occurred dealing with report profiles.
Dashboard: A screen designed to keep the user informed of the status of their sales information and

the sites activities. Graphs for sales are displayed to give information as to what products have been
sold and the amounts of those sales. The page displays the latest events that have occurred at the
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sites as well as the last transactions that have been pushed up to the database. A screen showing any
pulser failures at the sites that indicate actions should be taken to remedy.

Transactions: Initiates a pop up menu giving user a number of options for reports on the transactions.
Site Config: A pop up menu giving user selections of different site reports.

Shifts: Shift report.

Lists: List of drivers

Pricing: Reports of pricing by profile and by card type.

Health Statistics: Screen/Report that show the status of any selected site giving the user a picture of
the site for the period selected.

Transactions: A very powerful ad hoc report that allows the user to filter the transactions by, site,
merchant, card type, transaction type, a date range, or by selecting a start and end date and time, and
by shutdown reason. Gives the user the option to review or export the results to excel or a file.

Site Controller Events Report: An ad hoc report for site controller events.

Notification Events Report: An ad hoc report for controller events.

Audit Report: A report showing diagnostic events of the systems operations.
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Section 5 Merchant Management

~ Sy = L i = 22

HOME COMMUNICATION ~ | REPORTS = | SITE SETUP = | MERCHANT MANAGEMENT ~ | TANKINVENTORY =

CARD ACCOUNTS =
|

Card Types
Merchants
QUICKLINKS Select My Q B News ‘ ICD Updates

MNetwork Profiles

Copy Network Profiles
' _ ystem maintaince on 05/03
((I)) ((I)) ((I) Product Translations ew features available under Comunications tab

WormHole Technician Tools Sync Activity

Card Acceptance DashBoard Health Statistics
Detail

= = 2]

Transaction Report  Site Controller Event Site Controllers
Report

Merchant management includes such functions as setting up Card Types (bin ranges,) Merchants,
Network Profiles and Product Tranglations.
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Merchant Management pull down menu:

A ‘) = e i =] E

HOME COMMUNICATION » | REPORTS = | SITE SETUP » | MERCHANT MANAGEMENT = | TANKINVENTORY = | CARD ACCOUNTS =

|
Card Types

QUICKLINKS Select My Q Merchants h News ‘ ICD Updates

Network Profiles

Copy Network Profiles
ystem maintaince on 05/03

((!)) ((I)) ((I) Product Translations ew features available under Comunications tab

T
WormHaole Technician Tools Sync Activity |

Card Acceptance DashBoard Health Statistics
Detail

= = 2]

Transaction Report Site Controller Event Site Controllers
Report

Merchant Management: From the drop down menu select the operation you need to perform:

Card Types: Regex pattern for track data on magnetic cards, defines information read off of ID
Merchants. Define the merchants that are accepted at this company

Network Profiles: Contains the address and other pertinent information to connect to networks
Product Trandlation: Converts NACS product codes to ones used on different networks

Comdata Network 2/1/2017 -33- Confidential



SmartSite Web Portal

Comdata - Payment Innovation

Card Types
A o B

HOME | COMMUNICATION » | REPORTS =

a8

MYPROFILE =

SITE SETUP v | MERCHANT MANAGEMENT v | TANK INVENTORY = | GARD AGGOUNTS | PRICING v | SALES v | IMPORT EXPORT » | SUPPORT »

Card Types
Card Types Merchants

Network Profies

Add New Item

Copy Network Profies
Name Iso Pattern S e CardType - Abbreviation Card Type Category Card Code
AAPrOK6 71771118888(2<Card> 1 5) SuperP MAPro2B  PrivateLabel PL
Amex (7<Amex="3[47]d[13)(7 = *)57) Amex BankCard BC Edit < Delete
AutoGas (7<AutoGas>"X00I0-8J{101(7 = *)S7) AutoGas PrivateLabel WA Edit < Delete
Best (7<Best>708300[0-91{13)(? = ")87) Best Best A Edit < Delete
L L3 (7« 89(0-0J(11)(7="18) CarteBianche CarteBlanche BC Edit < Delete
c .30 (< 9(3[0-(54{10-S}E1I0-01(B)(?-= 187) CarteBlanche CarteBlanche BC Edit < Delste
Cenex_Prepaid (7<Cenex=*708401(?<Account>\d(9))(?<Card>\a(6}) =(7<ExpDate>d(4))) Genex PrepaidPiant P1 Edit < Delete
g (2<Ceri ¢ [1o)=( {A))(7<SVC>110)(7<CVV>Ad(8))) StoredValue Prepaid 1 Edit < Deleta
CEN_Driver (P=CmDIVer»*==1220=(7<LOG 163 GNP <Account>1a (6] 0 ) 78) CFNDrver cEN NA Edit < Delete

(7<CinSingle>+=1220=(2<LOG \d{E})(?<Particip N 5] jcle\d[4)) jon=1d[4)){?<LimitCode>'d{1})
F F 7
Gl Swgle (7<PraductAuth=1d{2})5(?<ManualEntry='d{1}){><Million=d?)8) CFNSingle Rt A Edit Einity
$2 24587 59 Pxgelt o » s 10 ¥ items per page 1-10 0f 83 flemsy
B Loadview

Card Types: Contains the RegEx bin patterns for the different card types that will be accepted by this
system, most bin ranges are prepared for the system, if a different type of card is to be used and is
not set up in the Card Types, it can be submitted and will be added.

Merchants

w ) ] o 1 g ::} s & | g =
HOME COMMUNICATION + | REPORTS v | SITESETUP ¥ | MERCHANT MANAGEMENT + | TANKINVENTORY * | CARD ACCOUNTS * | PRICING + ‘ SALES = : IMPORT EXPORT * | SUPPORT * | MYPROFILE +
Merchants
Clo
[ Add New item |
Service Service Type Authorization Server! Connection Type Enabled
CERIDIANSTOREDVALUE 514 SSLTESTTNSL.COM 5120 TCPAP Edit Delete
CFN 501 8488 176212443 TCPAP Edit « Delste
COMDATA 502 cdnga echosat net|443 TCPAP Edit « Delete
FLEETONE 504 18008905668 TCPAP Edit * Delete
MFAOIL 506 TCPAP Edit « Delete
NBS 507 nbsqga echosat net|443 TCPAP Edit < Delete
PACIFICPRIDE 512 TCPAP Edit < Delete
SUPER PROPRIETARY 500 TCPAP Edit < Delete
TCH 510 ‘www tch com: 8816 TCPAP Edit < Delete
1 Page ! of1 L 10 ¥ | items per page 1-90f 9 item:
:

Merchants: This defines the clearing houses that processes the different card types and interfaces to
various networks for approvals.
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twork Profiles
Y w o 1 '

HOME | COMMUNICATION ~ | REPOR SETUP v | MERCHANT MANAGEMENT = | TANKINVENTORY S| PRICING » | SALES = | IMPORT EXPORT v | SUPPORT v | MYPROFILE v

Network Profiles - SmartSight PX 0413-007

Clos:
=0
Name Site Controller Name Name Service Account Name Product Profile Name Prompt Profile Name Priority
KPO SmartSight PX 0413-007 KPO SUPER PROPRIETARY Pegasus 8 hose System_All_Praducts 2 Edit Delete
Comdata_OTR SmartSight PX 0413-007 Comdaia_OTR COMDATA eFueling Austin Lab Systemn_All_Products ‘Comdata TCP/P - 701 1 Edit Delete
Comdata_MCFleet SmartSight PX 0413-007 Comdata_MCFleet COMDATA eFuelng Austin Lab System Al Products 1 Edit Delete
<« 8 Page 1 of 1 > > 10 ¥ items per page 1-30f 3 tems

R A e W i e P s NPT I L ™
Network Profiles: A set of networks that are accepted at this site controller such as Comdata, CFN,
FuelMan, SuperProp, etc.

Copy Network Profile: A simple way to duplicate the networks at an existing site controller to another
one that is being set up.

Product Translation

PORT v | SUPPORT = | MY

Product Translations i
Product Name Merchant Product Merchant Description Vendor v
Reguiar Diesel #2 53 ULSD #2 CFN Edit Delete
Unleader Super 6 Super Unleaded CFN Edit « Delete
Unleaded - Reformulated 1 19 REgular Leaded Gasoline CFN Edit Delete
B5 Diesel Blend 5% Bicdiesel &7 Biodiesel B5 CFN Edit « Delete
Unleaded Plus 5 Regular Unieaded CFN Edit * Delete
Unleaded Regular 2 Regular Unleaded CFN Edit Delete
Regular Diesel #2 4 Low-Sulfur Diesel #2 CFN Edit « Delete
Diesel #1 13 Low-Sulfur Diesel #1 CFN Edit ~ Delete
Unieaded Pius 1 Mid Grade Unleaded CFN Edit * Delete
Unieader Super 3 Premium Unleaded CFN Edit « Delete
1 Page 1 oft » » 250 ¥ items per page 1-100f 10 tems
-
sy

B S S 4 e AT N SN SRS NP PV
Product Translation: PetroLeader uses the NACS standard codes for all products, some networks
and/or clients have different codes for their products and programs have been set up to use these.
Product Translation will allow this information to be used instead of the NACS standard codes.
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Section 6 Tank Inventory
Tank Inventory

- (9 =] o b 8 = B

HOME COMMUNICATION = | REPORTS = | SITE SETUP » | MERCHANT MANAGEMENT = | TANKINVENTORY v | CARD ACCOUNTS = | PR!

Dispenser Totalizer

Tank Monitors
QUICKLINKS Select My QuickLinks Comdata Ne|
Tank Delivery

Tank Inventory

<
® Systq }
((I)) ((I)) ((I}) oiNew| Sehecle Frofie omunications tab %

Reports
WormHole Technician Tools Sync Activity

Card Acceptance DashBoard Health Statistics
Detail

= = 18]

Transaction Report  Site Controller Event Site Controllers
Report

JW— N

This section gives the client the ability to setup tank monitors at the locations and monitor the dispenser
totalizers as well as the transactions at the tank, including deliveries and inventories, it also alowsthe
user to set up scheduled operations and view reports.

Dispenser Totalizer

Select the location that you wish to view and load it, thiswill display the dispensers at that |ocation and
their associated totalizers
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Tank Monitors
A @w | g o 1 B B 2

HOME | COMMUNICATION v | REPORTS = | SITE SETUP v | MERCHANT MANAGEMENT = | TANK INVENTORY v | CARD ACCOUNTS + | G » | SALES = | IMPORT EXPORT » | SUPPORT = | MYPROFILE +

Tank Monitors

Close,
Location Name MName Address Port Baud Rate Parity Databits Stop Bits Last Polled
Engineering Lab Testin 19218801 1 19200 1 8 1 Edit « Delete
« (1 Page ! o1 (b b 10 ¥ items per page 1-10f 1ilems
Al LoadView

MWJ

Select the location and load the tank monitor screen would allow the user to edit, delete or add tank
monitors to alocation.

Tank Deliveries

a L = 3 E S 8 $ % =] Pl

HOME | COMMUNGATION v | REPORTS v | SITE SETUP v | MERCHANT MANAGEMENT + | TANKINVENTORY v | GARD ACCOUNTS v | PRIGING v | SALES v | IMPORT EXPORT v | SUPPORT | MYPROFILE *

Tank Delivery - JCox Development

Close &
Add New ltem
Location Name Tank Number Product Name Current Balance Tank Capacity Gross Gallons Temperature Starting Date Ending Date
« 1) Page 1 of1  » 10 ¥ items per page No items o display

B N B o o S e il & i

This screen will display all of the deliveries to the different tanks at alocation within a user defined
period.

Tank Inventory

18

= | MYPROFILE ~

Tank Inventory - JCox Development

Clos
Tank Number Volume Inventory Record Number Inventory Date Entry Source Status Bits Current Date
« @) Page 1 a1 > w 10 ¥ fems per page No items o display

-

From this screen the user can display the tanks at the site and their current contents.
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Schedule Profile

@ i g o b
HOME COMMUNICATION ~ REPORTS = SITE SETUP = | MERCHANT MANAGEMENT ~ | TANK INVENTORY ~ GARD OUNTS ~ RICING = IMPORT EXPORT ~ SUPPORT = MYPROFILE =

Please confi hedule tasks for Sched) *
Schedule Profiles zastind s
Task Sync Objects
Alarms Alarms
Etis e I Deliveries Deliveries
Schedule T Inventories Inventories Schedule Tasks

1 Page 1 of 1 10 items per page Sensors Senaoig 1-1af 1 ftems

Shiftinventories Shiftinventories

¥ Everything Alarms, Deliveries, Inventories,Sensors, Shiftinventories

Close Save

From this screen the user can create different schedules for different locations to interrogate the tank
monitor for alarms, deliveries, inventories, sensors, shift inventories, or would interrogate the monitor

for al of the functionsif the everything box was checked.

Reports (Tanks)

SUPPORT ~

L3

MYPROFILE =

»

SALES ~

IMPORT EXPORT +

$

~ | CARDACCOUNTS = | PRICING ~

QUICKLINKS

((I)) ((I))

WormHole Technician Tools

Card Acceptance DashBoard Health Statistics.
Detail

= E L

Transaction Repot | Site Controller Event Site Controliers
Report

B i adiane’ 4T A I R o ey o e o
Selecting Reports will drop down alist of available reports that can be printed or exported, this list

contains Raw Dispenser Totalizer Balance, Raw Dispenser Totalizer Balance Detailed, Raw Tank
Balance by Site Calculated and Raw Tank Recon Daily by Product.
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Section 7 Card Setup

This section pertains mostly to the super proprietary functions of the system.

(g9

COMMUNICATION ~

/‘\

HOME

REPORTS =

e

SITE SETUP =

i

MERCHANT MANAGEMENT

CARD ACCOUNTS =

$

PRICING =

%

SALES v

IMPORT EXPORT =

=
SUPPORT

A

MYPROFILE =

TANK INVENTORY +

Accounts

QUICKLINKS Select My QuickLinks | Comdata News | ICDUp| Cards

Vehicles

Dirivers
» System maintaince

((I)) ((I)) ((I)) + Newfeatures availa| Agcregate Count Profiles
WormHole Technician Tools Sync Activity Aggregsieipitofies
Capacity Profiles
Holiday Profiles
Location Profiles
Period Profiles

E E é Product Profiles

Card Acceptance DashBoard Health Statistics
Detail

= = 1%

Transaction Report Site Confroller Site Controllers
Event Report

The Card Accounts section primarily is used for Super Proprietary operations. A proprietary card may
be setup with the same restrictions as the networks offer such as location, aggregate count, holiday,

period and product restrictions. The following screens and instructions will explain how to setup and
manage these cards.

WERCHANT MANAGEMENT = | TAN

Accounts =
it How ttom
Account Number Account Name Price Group Name Accountinactive Crogit Limit Current Balance
1001 Fugling Austin Lat 1000000.00 0.00 Edit Delote
2001 eFusling Dallas Lab 5000000.00 0.00 Edit Delete
4000 WFA rreting account 4000000 00 0.00 Edit Delele
101 Pagasus 8 hose 1000000 000 Eait Deiste
141 synctest 100,00 o.00 Edit Delele
1010 Tradeshow Account 1000.00 100000 Eait Delole
B * i 10 v items per page 1-6.0fB item:
:
[

Thetop level of hierarchy would be the account, when the Accounts selection is chosen from the drop
down menu the user will see the screen above which allow new items to be added to the Account list or
the existing accounts can be deleted or edited.
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w g =] e i =| 2] $ % =] = s

HOME COMMUNICATION » | REPORTS v [ SME SETUP v [ MERCHANT MANAGEMENT » [ TANK INVENTORY v | CARD ACCOUNTS » | PRICING v | SALES v | IMPORT EXPORT v | SUPPORT v | MYPROFILE »

Cards - Tradeshow Account

Add New ltem
Account Name Driver id Vehicle Number Card Number Card Type Emboss Line1 Emboss Line2 In Active
Tradeshow Account 0000009981 S eSecure card #2 Edit « Delete Setup Card Features
Tradeshow Account 0005893499 ] Edit = Delete Setup Card Features
Tradeshow Account 4291402299 s eSecure card #1 Edit = Delete Setup Card Features
Tradeshow Account 773142 S eSecure card #3 Edit « Delete Setup Card Features
1 Page 1 of 1 10+ items per page 1-4of4 item:

Bl LoadView

Next step would be to set up cards, drivers and vehicles under the accounts. Select Cards from the
initial drop down menu and you can work with the cards for the selected account. From this screen you
can add, edit, delete and set up card features. Setting up cardsin an account will allow the system to
report on the activities of the account and create helpful reports to manage the fleet.

Networks:. For setting up a card for card features such as price changes at the ICU, Pulser reset, and
other maintenance items follow the below instructions:

1. Make sure you have a card type for the network that contains <CardNumber> with the correct
setting for the number of digits you want to use for the card number that will be allowed to be
used as a supervisor card. Example: The following would use 12 digits after 708426 as the card
number. (?<PacificPride>"708426(?<CardNumber>\d{ 12} ).=\d{ 4} =1\d{ 11} )

Card data: 7084260997080000002=1230=100000000000?37 Number used: 099708000000.

2. Add the card to that location as a super proprietary card and then setup card features for that
particular card.

3. Make sure you go into communications and synchronize the data to the site so that your
changes will take effect.

Comdata Network 2/1/2017 -40- Confidential



SmartSite Web Portal

Comdata - Payment Innovation

A i) g tod 4 = 2 3 b =] = de

HOME COMMUMNICATION ~ | REPORTS v | SME SETUP v | WERCHANT MANAGEMENT ~ | TANK INVENTORY v | CARDACCOUNTS v | PRICING ~ | SALES ~ | IMPORT EXPORT v | SUPPORT v | MYPROFLE

Drivers - Tradeshow Account Clod

Add New Item

Account Name Driver Id Driver First Name Driver Last Name In Active
Tradeshow Account MARC Marc Smith Edit » Delete
Tradeshow Account Tom1212 Tom 1212 Edit # Delete
Tradeshow Account Z0Ll Zack Driver Edit * Delete
1 Page 1 of 1 10 v  items perpage 1-3 of 3items
LoadView

Drivers are entered the same way, the user would choose an account to work with after selecting
Drivers from the drop down menu and could then add, edit or delete driver information. If adriver ID
has been used in the system for fueling, it cannot be deleted because there is a transaction associated

with the ID.

g

COMMUNICATION ~

=

SUPPORT ~

p L

MYPROFILE ~

$

PRICING ~

CARD ACCOUNTS ~

1

MERCHANT MANAGEMENT ~

o]

SITE SETUP ~

REPORTS »

Vn'\

HOME

SALES v | IMPORT EXPORT

TANK INVENTORY »

Drivers - Tradeshow Account - Edit
Backto List
7 Driver Details | Super Proprietary Limit
|
‘ Account Tradeshow Account v
Driver id ZOoLl
Driver First Name Zack
Driver Middle |
Driver Last Name Driver
In Active =
Track2
Pin
§
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(2]

COMMUNICATION ~

/ﬁ‘\

HOME

i

REPORTS =

o

SITE SETUP ~

Drivers - Tradeshow Account - Edit

Backto List

Driver Details Super Proprietary Limit

MERCHANT MANAGEMENT =

TANK INVENTORY -

$

PRICING =

IMPORT EXPORT =

MYPROFILE =

Aggregate Count Profile

Aggregate Unit Profile

Capacity Profile

Holiday Profile

Location Profile

Period Profile

Product Profile

Prompt Profile

w ) = o i

HOME COMMUNICATION ~ | REPORTS v | SITE SETUP ~ | MERCHANT MANAGEMENT ~

Vehicles - Tradeshow Account

Add New Item

Account Name Vehicle Humber
Tradeshow Account 4291402299
Tradeshow Account C1234
Tradeshow Account TUG1001

1 Page 1 of1 10 v jtems per page

.

Comdata Network 2/1/2017

TANK INVENTORY ~

[SELECT ITEM]
[SELECT ITEM]
UNLIMITED
[SELECT ITEM]
[SELECT ITEM]
[SELECT ITEM]
Systermn_All_Products

[SELECT ITEM]

Vehicle Description
Testvehicle card #1

Alpha Car

-42-

CARD ACCOUNTS ~

IMPORT EXPORT =

Odometer
100

12000

SUPPORT =

License

XSP 787

X¥Z123

Edit

Edit

Edit

Confidential

» Delete
» Delete
x Delete

1-3of3items’
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2] $ L3 =| = 1

CARD ACCOUNTS ~ | PRICING v [ SALES v [ IMPORTEXPORT v | SUPPORT v | WMYPROFILE ~

fo

SETUP =

. 8

MERCHANT MANAGEMENT +

0]

COMMUNICATION

REPORTS ~

7‘\

HOME

SME TANK INVENTORY v

Vehicles - Tradeshow Account

Add New Item

Account Name - Vehicle Number Vehicle Description ‘Odometer License

Tradeshow Account 4291402299 Testvehicle card #1 100 XSP 787 Edit » Delete

Tradeshow Account C1234 Alpha Car 12000 XYZ123 Edit « Delete

Tradeshow Account TUG1001 0 Edit  Delete
1 Page 1 of1 - 10 v  jtems per page 1-3af 3item:

$

PRICING ~

p)

COMMUNICATION ~

REPOR

o]

v | STESETUP v

w

HOME

MERCHAMNT MANAGEMENT » | TANK INVENTORY = | CARDACCOUNTS =

Vehicles - Tradeshow Account - Edit

Backto List

Vehicle Details Super Proprietary Limit

Account Tradeshow Account 1
Vehicle Number 1234
Vehicle Description Alpha Car
Odometer 12000

License KYZ123

State T
Inactive =

Pin

B s’ ot ¥ aa WP NP S e S r s SW Y -
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Section 8 Pricing

A g =} Lo 4 =) 2] =] = dr

HOME COMMUNICATION ~ | REPORTS = | SITE SETUP v | MERCHANT MANAGEMENT » | TANK INVENTORY ~ | CARD ACCOUNTS v R S v | IMPORT EXPORT ~ | SUPPORT ~ | MYPROFILE =

QUICKLINKS Select My QuickLinks Comdata News ICD Updates

= System maintaince on 05/03

((r) ((I}) {(r) » Newfeatures available under Comunications tab
WormHole Technician Tools Sync Activity
Card Acceptance DashBoard Health Statistics
Detail

= = o

Transaction Repart Site Controller Site Confrollers
Event Report

¢

B L P vy .,V._-'Mj

In the pricing section the user will be able to set and maintain pricing at all of the sites. There are three
selections from the drop down menu and will be explained below.

Clos

Street Rack

A Page o1 10 v jtems perpage 1-20f2 tem:

4
n§
Edit Delete Setup Retail Rack Prices Setup Retoil Rock Sites Setup Relail Rack Cards

WMWM\W»}
Select Retail Racks and the above screen will be generated, it will allow the user to view, edit, delete or
add retail rack names to the system. Once aname is created, the pricing will be added by clicking on
the Setup Retail Rack Price button to the right the following screen shot will be shown when selected.
Pricing can aso be done on a card level aswell as asite level; thiswould allow different pricing for
different networks and/or customers. Theretail rack sites and retail rack cards must be set for the
corresponding cards and site for price to be applied.

Retail Racks: Displays the retail rack names for the price profiles that have been created.
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Retail Rack - Prices - All_Sites_Street

Clo
[ o
All_Sites_Smest Diegel 1 (Non-Taxable) 4116/2013 1Z:00.00 AW 3 Edit Delete
Bi8I2013 1200:00 AM a2 Edit Delete
41602 00:00 AM 350 Edit Delete
41622013 1-00:00 AM 210 Edit Delete
42472013 12:0000 AW 358 Edit Delete
L Page of1 10 1-100f !ummi

B’

The above screen shot will show all of theretail rack pricing of the products included in the selected
retail rack name (All_Sites Street.) To edit any of the entries, click on the edit key and the next screen
will be shown.

SUPPORT + | M

g

COMMUMICATION +

.ﬁ\

HOME

3

REPORTS v | SMESETUP v | MERCHANT MANAGEMENT v | TANK INVENTORY = | CARD ACCOUNTS ¥ | PRICING v | SALES v  IMPORT EXPORT »

Retail Rack - Prices - All_Sites_Street - Edit

Backto List

Retail Rack
Product 22 | Compressed Natural Gas
Statting Date 4HER013100AM I C
Street Price 240

On the edit screen you will be alowed to change the product, starting date and street price of the
selected product in the Retail Rack. Once done, always remember that it is necessary to synchronize
the system so that the pricing will be sent out to the sites and become effective on the starting date that
you have set.

Price Groups:
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4

MERCHANT MANAGEMENT ~

Price Groups s X
Acd b Horn
Price Group Name Domestic. Remote Imact
o5 10 conts Eait Delete Setup Price Group Methods
Tier 2 15 cents onretail Ean Delete Setup Price Group Methods

40 Page|1  |of1 10 v items perpage 1-20t21tems

|
§

A Ip) =] Lo p =} 22] % =} : 1}

HOME COMMUNICATION ~ | REPORTS v | SITE SETUP ~ | MERCHANT MANAGEMENT v | TANK INVENTORY v | CARD ACCOUNTS = | PRICING v | SALES v | IMPORT EXPORT v | SUPPORT * | MYPROFILE «

Price Group - Methods - Tier1_10centsoff - Add

Backto List
]

Price Group Tier1_10centsoff

Product 1| Unleaded Regular

: S
v
Method Price Of ki
Value 0:10
Starting Date sH220131z00AM  EHO
Ending Date 8M6/2013 12:00 AW ®
"4

Discounts can be set up by price off retail rack or by percentage off retail rack.
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$

PRICING ~

%

SALES

)

COMMUNICATION +

A

HOME

REPORTS v | SITE SETUP v | MERCHANT MANAGEMENT v | TANK INVENTORY v | CARD ACCOUNTS v IMPORT EXPORT v | SUPPORT ~ [ MYPROFILE ¥

‘n

QUICKLINKS Select My QuickLinks Copuas el icotintae )

Price Reports » | Pricing By Price Profile

ard Type
« System maintaince on 05/03
« Mewfeatures available under Comunications tab

((I;J ((I)) ((I)}

‘WormHole Technician Tools Sync Activity

Card Acceptance DashBoard Health Statistics
Detail

g = 1o

Transaction Report Site Controller Site Controllers
Event Report

MW_ o V S SO SN N ™ M
PetroLeader will also generate reports on pricing by Price Profile or by Pricing by Card type, these
reports will be produced according to the parameters you would like to see, such as arange of dates and

times, one site, one card type, multiple sites or card types or al sites and/or card types. It will aso
allow you to select which product(s) you would like to have on the report. The selection window is

shown below.

pLs

a tp g8 o
SALES v | IMPORTEXPORT v | SUPPORT v | MYPROFILE v

HOME COMMUNICATION + | REPORTS v | SMESETUP v | MERCHANT MANAGEMENT » | TANK INVENTORY ~ | CARD ACCOUNTS ~ | PRICING v | SALE

Pricing By Price Profile Report

| main |

Report Title Pricing By Price Profile
Company Name Austin-LAB
Date Time From 8/12/2013 12:00 AM
Date Time To 8113/2013 12:00 AM H O
Retail Rack All_Sites_street
Product
Product Hame [All Products] 3

Load Report

Sample report by Price Profile:
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w| o B | o |
noue | cowuunicaon ~ | RepoRTs + | smEseTUR - | MeRCHA
Report

Pricing By Price Profile Report Wodir efr bkl @ Finghl - i

Austin-LAB Page 1071,
Malei | Pricing By Price Profile

Date range: £/13:2013 00.00 - B14201300:90
et P i P s e piem
R , —— =
s e : sy -
30 s o -
s 5 e il -
Py = Corpreem AR
- 2 JoR— =
s st » e — i— im0
ey M e " ey
Pr— \ —— er——
i u oG o

Load Report

= e = = -
OR : : ’
Retail Racks
Prfcing By card wpe Repor‘t Price Groups
Price Reporis » | Pricing By Price Profile
7Mam ‘ Pricing By Card Type
Report Title Pricing By Card Type
Company Name Austin-LAB
Date Time From 81122013 12:00 AM
Date Time To 8M3i2013 12:00 AM O]
Retail Rack All_Sites_Sireet X
Card Type [4ll Card Types] ¥
Product
Product Name [All Products] ¥

Load Report

o T T P N N T Y W W Y Y ¥

Pricing report by card typeis also available by filling out the parameters of the report desired.
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Section 9 Sales Viewing

Allows the user to view Shift information by clicking Shifts on the drop down menu. When
Transaction tab is selected, an ad hoc report menu will allow the user to define criteriafor creating a
custom report on the transaction data in the database.

Section 10 My Profile

My Profile allows the user to customize their web portal, choosing colors, banners, and logos by
selecting the Theme tab from the drop down menu. By selecting the Entities tab, the user can add
entitiesto their list. Selecting Organizations or Companies, allows the user to add or edit these names
in the database. Select Users Roles to set up permissions to different level of control. Create the users
by selecting Users tab and enter the information on each user and assign users roles to each user.

Comdata Network 2/1/2017 -49- Confidential



SmartSite Web Portal

Comdata - Payment Innovation

E COMDATA \ SmartSight Comdata-QA - SmartSight QA Lab v | Helio, Kevin! Log off

Payment lanaaticn

) = o " $ | » |

HOME | COMMUNICATION ~ | REPORTS ~ | SITE SETUP ~ | MERCHANT MANAGEMENT ~ | TANK INVENTORY ~ | CARDS ACCOUNTS ~ | PRICING - | SALES - | IMPORT EXPORT ~ ‘ SUPPORT - | MYPROFILE ~

Worm Hole Subscribers

Close
site (¥) Computes Name (¥) Optional Name (T LastConnected @) UPTime (¥ PubliciP () PrivatelP (3) WormHole Version (¥} Connection Status » (@
HE-0513-002 HE-0513-002 WormHoleGlient i
HE-0513-002 618201305155 AM | 2062616 | 2417378104 | 1a216a071 o ormroechen I | sctinos RS Disconnect
SmartSightHX SmartSightHX V1003 Rules
HE913003 | ¢ hera003 et GMOUIITSIS0AM 2062821 | 2417372494 | 1e2iganap | omoRClent N | settinos FoMarding | pisconnect
SmartSight-X SmartSightHX o e g : V003 o Rules
HE-0513-004 HE-0513-004 ‘WormHoleClient . Forwarding ~
HE-0513-004 5/8/2013 951:49 AM | 2062822 | 2417378194 | 192168074 _ Settings Disconnect
SmartSightHX SmartSightHX Vv1.003 Rules
005 513 . =
HEQIIS00S | L mersons Wt BIBR013 G548 AM | 2062823 | 2417379194 | fo2tespgs | | ormHoleChent D | sctinos Fapsaing Disconnect
SmartSightHX. SmartSightHX. v1.002 Rules
Rons QA Lab Rons QA Lab WormHoleGiiant —
Pegasus PEG | PEG-0213-002 Pegasus PEG-0213 | 672013 25819PM 3012152 | 8582131225 | 1023013088 | 20 I | setinos F“mg‘"“ Disconnect
-0213-002 002 .
PEG-0413-
PEG-0413-006 ‘WormHoleClient = Forwarding =
008 PEG-0413-006 6/2/20136:41:23PM | 7.21:33.48 | 24.173.79.194 | 192.168.0.42 R | scinos Disconnect
: SmartSightPX V1003 Rules
SmartSightPX
SmartSight SmartSight 16GB 610/2013 4.04:43 ‘WormHoleClient . Forwarding ~
SPARE-0613-002 000:15:27 | 2447370104 | 102168003 _ Settings Disconnect
16GB Card 2 Card2 P V1003 Rules
SmartSight SmartSignt 1668 | 6/10/2013 4:04:30 WormHoleClient i
i SPARE-0613-003 derhied DO01540 | 2447379194 | 192168088 | onocote I | sctinos Forwarding | || pisconnect
16GB Card 2 Card3 P V1003 Rules
. FG2-0412-010 51292013 74034 WormHoleClient i
010 FG2-0413-010 SR : B ¢ 1737e194 | 152163088 I | settinos Fopsnding Disconnect
SmansigntFx =0 V1003 Rules
SmartSightFx
EG2-N812. =
i i ]
E COMDATA \ SmartSight Comdata-0A - SmariSight QA Lab | Hello, KeunlLogor [
P | wrowtBoon -
| | | |
Transaction Report
=
Site Controtler Merchant Cara Type Transaction Type
AL v v v Good Auth Transactions v
Date Range Start Date Ena Date =
Date / Time Site Site # Location Code ~ Seq# Auth # Card Type Pump Quantity Price. Amount Prod # Product Reason # Description Accoun
5/10/2013 9:37:03 AM SmartSight Px Tradeshow Unit 9 L 45 Manual 2 110 380 447 19 Regular Diesel #2 20 INPROGRESS 0 -
5612013 123839 Pt SmansightPx TradestowUnt 8 . 10 5 HasterCarF . 2 100 280 380 19 RegularDiesel 72 2 INFROGRESS | 99999€
51612013 123648 Pl SmarsigntPx TradestowUnt 9 o 0 i comass 1 250 280 ase 19 RegularDiesel#2 » INPROGRESS | 99999€
201351208 P SmarsigntPx TragesnowUnit 9 z 7 3 comosa 3 000 azs 000 4 UnleadeaReguiar 10 Tz ag090¢
5032013 6:10:34 PM ‘SmartSight Px Tradeshow Unit 9 zL 8 2 Comdata 2 050 380 1.90 19 Regular Diesel #2 22 FLOWRATE 99999¢ =
53201350804 SmansigntPx TradesowUnt 8 . s 4 comasa 1 170 280 645 19 RegularDiesel 72 2 INFROGRESS | 99999€ —
Rl i v
W@ e[t o G)G0) [z e perace 1-132 of 132 tems
=
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Hld9 0« #|s PEG-0413-001: FLOWRATE FRAUD - Message (Plain Text) BIEEZIN _ & 52
heszage Muance PDF = e
Frarm: suppork@efueling.com Sent: Fri 5372013 11 PM

Ta: rgoodman@cormdata.com; | kkaley@comdata.com; | jalford@comdata.com; | LGreeley@comdata, corm;
support@efueling.com
co
Subject: PEG-0413-001: FLOWYRATE FRAUD
. . iz
Site Machine Name: PEG-0413-001 .
Site Name: SmartSight Px Tradeshow Unit
Pegasus7 Version: 2.0.6.54
Local IP: 192.168.0.88
Public IP: 24.173.79.194
MAC Address: AF:E1
PEG-0413-001: Fueling Stopped! Flowrate Fraud Detected Hose 2 Quantity 0.3
w

I - PetroLeader

€ = C A [ petroleader.com/HealthStats/load
€ National Type E.., 8 AWS Managem... "L NetSuite- Cust.. @ Signin-Cisco.. [ Welcome to Mi... Sony Store Acc.. & News |l JUST HOST Acc...

E CDMDATA \ SmartSight Comdata-04 - SmartSight QA Lab

Payment inngvation

» [ Other bookmarks
A

v Hello, Kevin! Log off

r | " 1 " 1 .
a | i g | & | 1 ‘ g [ | s | & | | m | 1
HOME | COMMUNICATION ~ | REPORTS ~ | SITE SETUP ~ | MERCHANT MANAGEMENT ~ : TANK INVENTORY ~ | CARDS ACCOUNTS ~ | PRICING ~ : SALES ~ | IMPORT EXPORT ~ | SUPPORT ~ | MYPROFILE ~ :
| | | | | | | | | | | |
Health Statistics
=
SiteControllerGuid DateRange
Rons QA Lab Pegasus PEG-0213-002 ¥ Prev 30 Days v Load
Card Merchant Lastirans Good Trans Avg Gallons Zero Trans Declines Via Dial Up Comm Error Min Flow Max Time Cutoff Partial
Caomdata COMDATA 6/13/2013 5:37. 05 PM 14 163 8 3 o o 0 o o
FleetOne FLEETONE 5/23/2013 41349 PW 3 oo 3 o 0 o 0 a 0
SuperP SUPER PROPRIETARY 6/1312013 5:33.40 PM 0 000 3 3 a a 0 a 0
Wex NBS 6/13/2013 5:31:42PM 1 0.0 1 o o ] 0 0 0
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.-
| - Petroleader x
L C M [ petroleader.com/TransactionReport/Index?C
-
Email Recipients =
\N X o Hello, Kevin! Log off
P2 COMDATA \ smartsight
Recipients:
mer Picture:
Transaction Report
(I
Site Controlier Type 3
[ALL] ansactions v
Dale Range Start Date
ason# Description Account o b# Auth Message
ruel ——— | —
i ) B Eela‘u\l Manual = E
uel Exeao e
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